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Abstract. Devices with integrated global navigation satel-
lite system (GNSS) receivers have enabled citizens to ac-
curately record activities such as bicycle trips, runs, and
walks. Due to its spatiotemporal extent and high level
of detail, GNSS-based activity tracking data is a valu-
able source of information on active modes of transporta-
tion. At the same time, movement recordings of individ-
uals are sensitive data and are associated with privacy
concerns. In this work, we present a privacy-aware plat-
form where citizens can contribute GNSS tracks to an
open repository. The repository is published according to
the FAIR data principles: findable, accessible, interopera-
ble, and reusable. This provides the opportunity to use the
data as a benchmark for the development of GNSS trajec-
tory processing methods. The platform’s privacy module
processes each track before publication, concealing stay
points, generalizing the tracks in the temporal dimension,
and suppressing tracks in sparsely populated areas. This
approach mitigates the most likely re-identification attacks
and limits the amount of information that could leak if an
attacker succeeds with re-identification. As a residual risk
remains, the platform sensitizes users to privacy risks and
enables them to make informed decisions about publishing
their data.
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1 Introduction

Safe, carbon-neutral mobility is one of the cornerstones
of the European Commission’s long-term vision, as trans-
port accounts for about 25% of the European Union’s
greenhouse gas emissions (European Comission, 2018). In
cities, the most sustainable modes of travel are walking

and cycling (Pucher and Buehler, 2017). Promoting these
non-motorized modes of travel can help to increase urban
livability and reduce air pollution and traffic congestion
(Hickman and Banister, 2014).

Many cyclists and pedestrians use tracking applications
(e.g., Strava) and handheld or wearable devices equipped
with Global Navigation Satellite System (GNSS) technol-
ogy to record their activities. Tracking data has the po-
tential to revolutionize urban planning: it can reveal route
preferences, enable detailed analyses of effects and un-
expected trends, facilitate the design of policies sensitive
to weather conditions, and offer opportunities for increas-
ing citizens’ participation in planning (Milne and Watling,
2019).

Despite the popularity of tracking applications, the avail-
ability of GNSS tracks from non-motorized movement re-
mains poor. Targeted data collection campaigns are costly,
time-consuming, and limited in scope (e.g., Broach et al.,
2012; Korpilo et al., 2017), while commercial application
providers have little economical motivation to share the
data and are obliged to comply with privacy regulations. A
few efforts have been made to share tracking data in an ag-
gregated form, notably Strava’s Metro (Strava, 2020) and
the Bike Data Project (Bike Data Project, 2020). However,
aggregated data sets are not always transparent about the
methods used for aggregation. Furthermore, aggregation
limits the application possibilities of the data significantly.

As GNSS tracks of individuals are sensitive, personal data,
they should be shared only if the individuals are able to
give their informed consent. In 2021, we conducted a sur-
vey among Finnish citizens to investigate their views about
sharing tracking data in an openly available data repository
(Jokinen et al., 2021). The participants’ attitude was pos-
itive, with supporting research being among the top three
motivating factors for considering sharing tracking data.
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Encouraged by the survey results, we developed a pi-
lot service1 that enables citizens to share tracking data
recorded during bicycle trips, walks, and runs. Anyone ac-
tively moving in Finland can upload data; the service de-
identifies the tracks and applies privacy-protecting mech-
anisms before publishing them in an open repository ac-
cording to the FAIR (findable, accessible, interoperable,
reusable) data principles (Wilkinson et al., 2016). Track-
ing data that is openly accessible to the public could power
innovative applications and enable future studies requir-
ing individual-level data (e.g., (Brauer et al., 2021; Scott
et al., 2021)). Furthermore, realistic and heterogeneous
GNSS tracks are a valuable asset for algorithm develop-
ment. Making the data openly available ensures that ex-
perimental results are reproducible, lowering the threshold
for quantitative comparisons between mechanisms.

In this paper, we focus on the design of the ser-
vice’s privacy module, which combines three privacy-
preserving mechanisms. After describing the state-of-the-
art of privacy-preserving trajectory publishing, we analyze
the risks and requirements of our case. We then present our
solution, introducing the architecture of the service and
the privacy module. Finally, we discuss and summarize the
work.

2 Privacy-preserving publishing of human mobility
tracks

Protecting the privacy of individuals when sharing track-
ing data, i.e., timestamped sequences of location measure-
ments referred to as trajectories, is a challenging task that
has received a considerable amount of attention within
the last decade. In general, personal location data is very
unique for each individual (De Montjoye et al., 2013;
Golle and Partridge, 2009), which makes adapting pri-
vacy concepts developed for relational data difficult. Many
mechanisms for mitigating privacy risks have been pro-
posed; some of these mechanisms focus on sensitive lo-
cations (Huo et al., 2012; Dai et al., 2018), while others
partition the tracks (Song et al., 2014) and use location
generalization (Gidofalvi et al., 2007; Ma et al., 2010) or
perturbation (Seidl et al., 2016) to obfuscate the tracks.
Techniques like generalization and perturbation can also
be used to render each track indistinguishable from k− 1
other tracks based on the principle of k-anonymity (Abul
et al., 2008; Nergiz et al., 2008), which was introduced
by Sweeney (2002) for relational data. Moreover, privacy-
protecting mechanisms based on Dwork (2006)’s differ-
ential privacy concept have been proposed for trajectory
data, primarily generating synthetic tracks from differen-
tially private data representations (Chen et al., 2012; He
et al., 2015) or publishing perturbed locations (Hua et al.,
2015; Andrés et al., 2013). For a comprehensive overview
of mechanisms, we refer to Fiore et al. (2020) and Primault
et al. (2018).

1Soon available at https://www.geoprivacy.fi

3 Analysis of risks and requirements

At the root of designing a privacy protection scheme is a
thorough analysis of the risks and requirements, which we
outline in this section.

3.1 Risks

In the following, we analyze the risks that arise when an
attacker attempts to link the data in the open repository
back to individual users with the goal to extend his knowl-
edge about them. The term attacker is a theoretical con-
cept referring to any individual person, group of persons,
or organization aiming to retrieve new information for a
malicious or benign purpose. For clarity, we refer to an in-
dividual attacker in the following. We assume that the at-
tacker does not try to gain unauthorized access to the sys-
tem or intercept communication between the service and
the users; these attacks are not in the scope of this paper,
although they have been considered in the service design
and countermeasures have been implemented.

We differ between two categories of attacks: re-
identification attacks aiming to match tracks to users
and attribute linkage attacks retrieving sensitive informa-
tion about individuals from the tracking data. Linking at-
tributes is usually preceded by re-identification, but may
also occur when a sensitive attribute is shared by a set of
candidate tracks potentially associated with a user (Fung
et al., 2010).

Successful re-identification requires the attacker to possess
prior information about a user. Potential sources of this
information include personal observation, legacy media,
and social media, notably also activity sharing platforms.
Furthermore, the attacker may have access to confidential
data, e.g., data gathered with a location-based mobile ser-
vice. We identify four principal types of prior information
based on Fiore et al. (2020). Sorted by complexity and dif-
ficulty to obtain, these are:

1. Spatiotemporal information. The attacker has
knowledge of a user’s whereabouts at a certain time
that may be exact (i.e., a spatio-temporal point) or
uncertain in the temporal dimension or the spatial di-
mensions.

2. Important locations. The attacker is aware of a
user’s points of interest, e.g., their home, workplace,
or any other location they visit regularly.

3. Mobility features. Characteristics describing a user’s
movement that include, e.g., their preferred mode of
travel, average and maximum speed. They may be
learned or estimated using, e.g., publicly available
tracks of a user.

4. Mobility model. The attacker has developed a pro-
file of a user’s historical movement, e.g., as a Markov
model (Gambs et al., 2014). The model encapsulates
typical mobility patterns of the user.
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Additionally, the attacker may utilize auxiliary context
data about the built environment, e.g., the road network
or information on traffic conditions.

If re-identification succeeds, information about the user
can leak to the attacker. We identified five types of infor-
mation relevant to GNSS tracking data:

1. Spatiotemporal information. The location of a user
at a certain point in time; this includes revealing the
presence but also the absence of a person at an event.

2. Important locations. Places that the user visits and
their semantic meaning, e.g., home or workplace.

3. Mobility patterns. Repeating patterns in the user’s
movement, e.g., commuting patterns.

4. Fitness. The physical condition of a user may be re-
flected by, e.g., their average speed of travel or per-
formance at a slope.

5. Social connections. Meeting disclosure (Shokri
et al., 2011) can reveal if and when two individuals
meet.

All of this information is sensitive; assessing the degree
of sensitivity is a personal matter, and the outcome of the
assessment may vary between individuals.

Rigorous scientific attempts to evaluate the risks accompa-
nying the publication of GNSS tracking data have yet to be
made (Fiore et al., 2020). In general, the more complex an
attacker’s knowledge is, the less information he can poten-
tially obtain from the data. For example, an attacker who
was able to build a complex mobility model of a user must
have access to an elaborate data source. It is unlikely that
he will be able to expand his knowledge significantly, al-
though not impossible (e.g., re-identification with a mo-
bility model could enable an attacker to learn about the
user’s fitness). At the same time, an attacker with exten-
sive prior knowledge is difficult to prevent from perform-
ing successful re-identification. In theory, there is no upper
limit to the attacker’s knowledge; if the open repository is
to provide useful data, there will always be hypothetical
attackers who are able to re-identify users (Dwork, 2006).

On a different note, the type of data that the open repos-
itory is targeting is activity tracking data. The creation of
this data requires a conscious decision of the user to start
the recording and save the track. As the users are usually
interested in the stats of their tracks, they stop the record-
ing as soon as they reach their destination or change to
a different mode of travel. Thus, the data represents only
a fraction of the users’ mobility. Uploading data into the
repository requires a conscious user decision as well, min-
imizing the probability of a user publishing data uninten-
tionally.

3.2 Requirements

In the following, we list the technical and conceptual re-
quirements for the service’s privacy protection module. In
addition to managing the privacy risks defined in the pre-
vious section, the privacy-preserving methods deployed in
the module should

• produce output with a high degree of detail. The
sanitized data should facilitate exact street-level anal-
yses, retaining a detailed representation of the move-
ment.

• preserve the spatial truthfulness of the data at the
track level. The privacy module should not fabricate
any data, as this could lead to unpredictable conse-
quences and bias that are detrimental to the data’s
utility for small-scale analyses (Gramaglia et al.,
2017).

• sanitize each track separately. This would eventu-
ally allow for the privacy module to be executed on
the client side; the server would not need to save the
original track at any time. Furthermore, methods san-
itizing the whole dataset at once are prone to privacy
breaches when the dataset is growing dynamically.

• be customizable. As privacy requirements vary be-
tween individuals, the users should be able to adapt
the methods to their personal needs.

Fulfilling all requirements means keeping parts of the
data’s potentially sensitive information intact. For exam-
ple, properties like the speed of travel are relevant for traf-
fic analyses but also provide information about the users’
fitness.

4 Our solution

The privacy module of our service sanitizes the tracking
data that is uploaded by users and publishes the sanitized
tracks in the open data repository (Figure 1). The reposi-
tory grows dynamically, i.e., new sanitized tracks appear
in the repository immediately. To enable reproducible re-
search, we follow the FAIR guidelines and 1) publish
immutable snapshots of the repository with a persistent
unique identifier in the IDA2 research data storage and 2)
provide metadata using the Qvain data description tool to
make the data findable in the Etsin finder service.

During the upload process, the users are prompted to indi-
cate their preferred level of privacy protection. With their
choice, they determine the parameterization of the mech-
anisms in the privacy module. The module implements a
three-part solution: it consists of a mechanism that protects
stay points, a mechanism that distorts the tracks in the tem-
poral dimension, and a mechanism that suppresses tracks

2https://www.fairdata.fi/en/
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within sparsely populated areas. Additionally, the sani-
tized tracks are pseudonymized, i.e., user identifiers are
removed before publication and replaced with a pseudo-
identifier (e.g., a random number).

In the following, we describe the module’s three main
components in more detail.

Figure 1. Service architecture. When a user uploads tracking
data to the service, the server pipelines the tracks into the pri-
vacy module; the data is sanitized and published as open data.
Personal user statistics are calculated using the original data that
is subsequently deleted from the server.

4.1 Protection of sensitive locations

We use the Site-sensitive Trajectory Truncation (S-TT)
mechanism proposed in Brauer et al. (2022) to suppress
location measurements around sensitive locations. So far,
the service does not offer the possibility to indicate sensi-
tive locations manually. Thus, we assume that every loca-
tion where the user spent more than three minutes is a po-
tentially sensitive location. Additionally, we consider the
origin and destination of a track to be sensitive by default.
The S-TT mechanism determines a protection set for each
sensitive location: a set of at least k− 1 nearby locations
whose convex hull includes the sensitive location. We gen-
erated the protection sets by clustering all building poly-
gons in Finland. As the clustering is calculated only once,
it is not possible to infer the sensitive location based on its
protection set.

In an iterative process, the S-TT algorithm truncates the
parts of the track leading to the sensitive location and away
from it. The truncation process continues until two condi-
tions are fulfilled: the location that is closest to the end of
the track must not be any location in the protection set,
and the track’s heading must point towards none or all of
the locations in the protection set (Figure 2). This ensures
that the locations in the protection set are indistinguish-
able from the sensitive location with respect to the course
of the track.

The privacy level chosen by the users determines the size
k of the protection set. To facilitate the choice of an appro-
priate k, the platform provides the functionality to view the
mechanism’s output before confirming the upload (Figure
3).

Figure 2. The S-TT mechanism truncates the track until the re-
maining part (depicted in black) is not in close proximity to any
location in the protection set. Furthermore, the sanitized track’s
heading, modeled as a wedge-shaped field of view, points at ei-
ther all or none of the locations in the protection set.

Figure 3. Screenshot of a popup window displaying a track pro-
cessed with S-TT. The window visualizes the effect of the privacy
level on the sanitized track.

4.2 Distortion of time

The second mechanism operates solely in the temporal di-
mension. It subtracts a temporal offset from each times-
tamp in the track; more figuratively, the mechanism shifts
the track in time. The offset is determined so that the san-
itized track starts on the same weekday as the original
track, but always at the first occurrence of this weekday in
the same month. Furthermore, each day is divided into 6-
hour intervals, and the start of the sanitized track is aligned
with the start of the interval into which the start of the
original track falls (Figure 4). Thus, the sanitized track re-
tains relative differences between timestamps of the orig-
inal track, as well as year, month, weekday, and time of
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Figure 4. Distortion of time by relocating the start time of the
tracks.

day. The precise time it was recorded, however, is not re-
constructable.

The privacy level chosen by the user does not yet impact
this mechanism; designing a customizable version of it is
a subject of future work.

4.3 Filtering by population density

The third mechanism of the privacy module enforces a
simple constraint: tracks are published only if they start
and end in a populated area, otherwise, they are suppressed
completely. To test this constraint, we use a uniform grid
of 1 km x 1 km containing the number of inhabitants per
cell. The origin and destination of a track are required to
be in a cell having more than five inhabitants.

5 Discussion and conclusions

The design of the privacy module concentrates on attack-
ers with limited means, as these attackers have the most
to gain from linking their side knowledge to tracks in the
open repository. At the same time, their attacks are the
easiest to prevent, with the least compromise on utility.
Although this approach leaves the data vulnerable to at-
tacks facilitated by extensive side knowledge, we argue
that these attackers have little to gain from their attack
in practice. In the following, we revisit the types of prior
knowledge and attributes of GNSS data established in Sec-
tion 3.1 and analyze how the privacy module’s combina-
tion of mechanisms prevents re-identification attacks (Ta-
ble 1) and attribute linkage upon re-identification (Table
2). Note that Tables 1 and 2 are meant as rough guidance
only.

Pseudonymization does not offer any protection beyond
preventing simple re-identification by identifier. Stay point
protection with S-TT removes the semantically most im-
portant information irreversibly from the tracks, increasing
the difficulty of re-identification by important locations
significantly. However, as the unicity of location data is

Table 1. Does the combination of mechanisms prevent re-
identification attacks with different kinds of background knowl-
edge?

Re-identification by Pseud. + S-TT + Time
Identifier yes yes yes
Important locations - mostly mostly
Spatio-temp. inform. - potentially mostly
Mobility model - potentially potentially
Mobility features - - -

very high (De Montjoye et al., 2013) and especially home-
work location pairs are very unique among the popula-
tion (Golle and Partridge, 2009), the protection set should
be chosen sufficiently large, especially for regularly re-
peated movement. S-TT may also protect tracks from re-
identification by spatiotemporal information or a mobility
model, but only if the attack relies on the semantically im-
portant track parts around stay points, which attackers are
arguably more likely to possess.

Furthermore, the S-TT mechanism prevents the retrieval
of any precise information on important locations. How-
ever, as S-TT does not alter the timestamps of the remain-
ing track, the disclosure of the presence or absence at an
event may still be possible. This serves as one rationale
for distorting the timestamps. After applying this second
mechanism, the exact time of visiting a place cannot be
determined anymore, unless the attacker is able to calcu-
late the temporal offset; this can be possible if the attacker
possesses an accurate timestamp of any location along the
track.

Similarly, re-identification by spatiotemporal information
becomes more difficult if the temporal dimension is gen-
eralized, as the tracks within the same interval become
more similar. There is, however, no guarantee that there
are other tracks in the database that are spatially and tem-
porally similar. This would require enforcing k-anonymity
at the track level, which would severely impair data utility.
Furthermore, we could argue that it is overly pessimistic to
assume that the attacker knows for certain that an individ-
ual’s data is in the database. Thus, our solution strives for
indistinguishability on the level of the population instead
of the dataset, which is approximated with the population
density filter.

The privacy module does not protect against re-
identification by mobility features. The odds of success of
this type of attack on tracks of non-motorized movement
have not been investigated so far, but we expect the attack
to yield only inconclusive results. Moreover, an attacker
succeeding at re-identification is able to infer the target in-
dividual’s fitness based on their speed of travel, which is,
however, only an imprecise indicator.

To summarize, the privacy module decreases the prospects
of success of the most probable types of attacks consid-
erably. It adopts a utility-friendly approach, enabling the
open repository to support detailed mobility analytics and
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Table 2. Does the combination of mechanisms prevent the at-
tacker from expanding his knowledge about different attributes,
given that he succeeded in re-identification?

Attribute Pseud. + S-TT + Time
Important locations - mostly mostly
Locality - potentially mostly
Social connections - potentially mostly
Mobility patterns - potentially potentially
Fitness - - -

facilitate track-level algorithm testing. As successful re-
identification may still be possible for an attacker with ex-
tensive prior knowledge, empowering the users to make in-
formed decisions about sharing their tracking data is cen-
tral to ethical data publishing. Finding more efficient ways
of communicating privacy risks to users is a subject of fu-
ture work, as well as handling bias in the open repository.
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